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Context:

The master internship is part of the ANR MaestrIoT (Multi-Agent Trust Decision Process for the
Internet of Things) project which will start in January 2022. It may continue as a thesis funded by
the project from October 2022.

The main objective of the MaestrIoT project is to develop an algorithmic framework for ensuring
trust in a multi-agent system handling sensors and actuators of a cyber-physical environment. Trust
management  [1]  has  to  be ensured from the perception to  decision making and integrating the
exchange of information between WoT devices. The MaestrIoT framework will cover three aspects:
(i) definition and recognition of security contexts to evaluate the risks associated to data coming
from an agent’s own sensors and from other agents; (ii) definition of a trust management system
integrating these security contexts to build and share trust  assessments;  (iii)  sequential  decision
making processes adapted to information having various trust assessments. MaestrIoT will consider
two privileged application domains: Industry 4.0 and Connected Cooperative Automated Mobility.

Work description for the master internship:

When applied to a web of things, implementing a trust management system raises new challenges
requiring the development of new models and algorithms. Yan et al [2] point out that to have a
trustworthy IoT, a trust management system must cover several aspects. It has to allow each entity
to evaluate and decide the level of trust for neighboring entities. The way data is perceived, as well
as the way it is transmitted and merged, must also be taken into account. Additionally, trust should
be ensured in privacy preservation and during interactions with human users. At last, an original
point is that the identity of entities is not necessarily ensured if the implementation of a robust
authentication mechanism is not realistic [3]. This challenges a strong assumption of existing trust
management  models  that  use  to  attach  trust  values  to  identities.  A new  approach  for  trust
management systems in IoT is therefore needed to realistically meet these constraints.

The  expected  work  is  to  define  and  develop  a  decentralized  multi-level  trust  management
system adapted to the IoT specificities. The system will have to consider two levels as different
targets will be considered: the agent’s own sensors/actuators, and other agents. The work will have a
theoretical  part  in  the definition  of  the models  and a  practical  part  for  experimentation  on the
platforms of the MaestrIoT project for which the use of trust management is not yet common [4]
and/or has shortcomings [5]. The proposal may be based on the exploitation of work in progress
that will be used in the project [6].
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